DIAMOND 3.0
MASTERNODE + POS
WALLET

Single masternode + POS Windows wallet on
home PC with onion hidden service (Windows)



Prerequisites:

a - A system running under Windows 10

b - 10’001 DMD as collateral (10'000 DMD + 1 DMD to cover the transaction fees)



Plan of action:

1- Update Windows 10.
2 - Download Tor here https://www.torproject.org/, install it, run it, check the connectivity.

3 - Configure Tor for our network.

4 -  Download DMDv3 Windows Wallet from http://bit.diamonds/ and set up the installation.

5- Setup our masternode.
6 - Set up communication through Tor :)

* Notes: This guide was writen on testnet, a few links on the following screenshots are related to the testnet. The text is providing the
correct links and commands.


https://www.torproject.org/
http://bit.diamonds/
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For the purpose of this guide | have used Windows 10. Everything was installed and configured on Windows 10.
Other different versions of Windows might require some adjustments which won’t be covered in this guide.

First of all, we need to update our Windows installation to make sure we are running a securized system. Install all
the available updates.

Meilleur résultat Paramétres = O w0

/N Paramétres de Windows Update
R/ paramétres systéme

B Accuel Windows Update

Paramétres > | cherch paramétre | Votre appareil est a jour. Derniére vérification : aujourd'hui, 02:14

) Activation _ ) )
& Voir si Windows est activé el Laalal s s

I s
i A " Wind Updat:
2> Options avancées de Windows Update I RO L Ly o e L R o

Applications ’ ¥ Windows Defender

K3 windows Defender Mettre a jour les parametres

B Windo PowerShell | i Sauvegarde
= INAOWS FOW SE
Les mises & jOUl diS[}( nibles seront télé: halge’es et installées

Windows PowerShell (x86) O Récupération automatiguement, sauf si vous disposez d'une connexion limitée
(o0 des frais s'appliquent).
& Lecteur Windows Media

Activation . —
Windows PowerShell odifier les heures d'activité
J Paint i Pour les développeurs Options de redémarrage
B Windows PowerShell ISE (x86) A Programme Windaws Insider Options avancées

_ Vous recherchez des informations sur les toutes derniéres mises
@ O 0 M o g ajour?

En savoir plus




Download Tor here https://www.torproject.org/download/download-easy.html.en and install it.
Check Tor installation by connecting to Tor network.

Tor Network Settings = O
§ Tor Browser Setup =
Installing Before you connect to the Tor network, you need to provide
: ; L information about this computer's Internet connection.
Please wait while Tor Browser is being installed. i
BROWSER
Extract: sul.dll... 44% Which of the following best describes your situation?

I would like to make a direct connection to the Tor network.

Show details This will work in most situations.

This computer's Internet connection is censored or proxied.
I need to configure bridge or local proxy settings before I connect to the Tor network.

 Configure |

Mullsoft Install Swstem wz,51
For assistance, visit torproject.org/about/contact.html#support

< Back Mext = Cancel



https://www.torproject.org/download/download-easy.html.en
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At this point, Windows is updated and Tor is working. Close it. We need now to configure Tor to provide onion
hidden services for our masternode.

Go to C:\Users\your_username\Desktop\ Tor Browser\Browser\TorBrowser\Data\Tor

open torrc with notepad and add:

LongLivedPorts 17771,9999

BandwidthRate 500 KBytes

HiddenServiceDir C:\Users\YOUR_USERNAME\Desktop\Tor Browser\MN1
HiddenServicePort 17771 127.0.0.1:9999

Save and close torrc.

E torrc - Bloc-notes - O

o e Fichier Edition Format Affichage 7

# This file was generated by Tor; if you edit it, comments will not be preserved
# The old torrc file was renamed to torrc.orig.l or similar, and Tor will ignore it
Comment voulez-vous ouvrir ce

g fichier) DataDirectory C:\Users\trgnn\Desktop\Tor Browser\Browser\TorBrowser\Data\Tor

GeoIPFile C:\Users\trgnn\Desktop\Tor Browser\Browser\TorBrowseriData\Tor\geoip

) u Default Host Application GeoIPvEFile C:\Users\trgnn\Desktop\Tor Browser\Browser\TorBrowser\Data\Tor\geoip6

- LonglLivedPorts 21,22,7086,1863,5850,5190,5222,5223,6523,6667,6697,8300,51472,17771,9999
e xporer BandwidthRate 508 KBytes

. Lecteur Windovs Mecia HiddenServiceDir C:\Users\YOUR_USERNAME\Desktop\Tor Browser\Mi1

HiddenServicePort 17771 127.0.8.1:9999

3 Paint
WordPad

Rechercher une autre application sur ce PC

oK

11 élément(s) 1 élément sélectionné 410 octet(s) E=

torrc should look like this.



Close and restart Tor Browser, it should create a new folder named MN1

We're ready for installing our masternode!

| = | Tor Browser

Accueil Partage Affichage

- v p » Tor Browser »
Nem
3 Accés rapide
Browser
B Bureau -
MN1
; Téléchargement: # B Start Tor Browser
Documents -
[&=] Images ~
data
0 CePC
¥ Réseau

»§ Groupe résidentiel

3 élémenti(s)

Maodifié le

11/09/2017 02:28
11/09/2017 0237
11/09/2017 02:28

Type Taille

Dossier de fichiers
Dossier de fichiers

Raccourci 1Ko

w

o

- o X
- @

Rechercher dans : Tor Browser @

E
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Open notepad and save a temporary .txt file we are going to use for storing the data we will need later to configure
our masternode. Name it tempMN1.txt

Open C:\Users\your_username\Desktop\Tor Browser\MN1\hostname
Copy its content in tempMN1.txt

| < | MN1 - =] X
! = I MN1 | X Accueil  Patage  Affichage (7]
feosel | Porboge Ao - @ € il > TorBrowser > MN1 v ® | Rechercherdans: MN1 bl
< « 4[] > TorBrowser » MN1 v @ | Rechercher dans: MN1 p u = et . T
= om odifié le ype aille
Nom Modifié le Type Taille + Accésrapide
# Accés rapide i 11009017 00,27
M Buresu N [7] hostname 11/09/20170237  Fichier 1Ko M biostisnie- Boc-nvles n = %
[ private_key 11/09/201702:37  Fichier 1Ko

& Teléchargement:

Documents  #

&) Images »*
data

Fichier Edition Format Affichage 7

mk2f 3pwejrkjppéh.onion

I cePC

7 tempMN.t¢t - Bloc-notes

4 G ésidenti Fichier Edition Format Affichage 7
*& Groupe résidentiel

mk23pwejrkipp6h.onion

2 élément(s)

——————————————————————————————




Download DMDv3 Windows Wallet from http://bit.diamonds/

Create a folder on your desktop. Name it DMD.
Create a folder named MN1 in our DMD folder
Copy diamond-gt.exe, diamond-cli.exe, diamondd.exe and diamond-tx.exe in
C:\Users\your_username\Desktop\DMD

I & [} =1 bomp

[ ——

2 [

3 Accés rapide
[ Bureau

& Téléchargement:

Documents
= Images
data

[ CePC
¥ Réseau

*d Groupe résidentiel

4 dément(s)

oDMD

-~
-
-
-

Affichage

Nom

[& diamond-cli.exe
[ diamondd.exe

@ dismond-qt.exe
[&] diamond-teexe

Modifié le

05/09/2017 22:32
05/09/2017 22:32
05/09/2017 22:32
05/09/2017 22:33

Type
Application
Application
Application
Application

Taille
3277 Ko
8019 Ko
31852 Ko
3605 Ko

v |&| | Rechercher dans: DMD »

EL

I & [0 =1 omp

[ ——

Affichage

21 oMo »

3 Accés rapide

[ Bureau 4
& Teléchargement: #
Documents  #

[&] Images *
data *
DMD

I CePC
o Réseau

o& Groupe résidentiel

5 élément(s)

Nom

MN1

[ dismond-cli.exe
[¥ diamondd.exe
@ diamond-gtexe
[# diamond-tx.exe

Modifié le

11/09/2017 02:49
05/09/2017 22:32
05/09/2017 22:32
05/09/2017 22:32
05/09/2017 22:33

Type
Dossier de fichiers
Application
Application
Application
Application

Taille

3277Ko
9019 Ko
31852 Ko
3605 Ko

~ 0

Rechercher dans : DMD

»

EL



http://bit.diamonds/ 

@ Propriétés de: MN1 x

Général Raccourci  Compatibilté  Sécurté  Détals  Versions précédentes

® -
[ d

Type de cible : Application
Emplacement : oMb
Cible |d-qt.exe atadir=C:4\sers  Administrator’.Desktol .'-..Dru1[:r'-.r-.-1r~11
Démamer dans : |C:\Users"¢rgnn\Deslctup\DMD |
Touche de raccourci |.Pu.|::1.|n |
Exécuter : | Fenétre nomale i |
Commertaire : | |
| Emplacement du fichier | | Chanager d'icdne... | i Avancé...

0] | | Annuler | | Appliquer |

Create a desktop shortcut to diamond-gt.exe. Name it MN1
Edit its properties and add: -datadir=C:\Users\your username\Desktop\DMD\MN1 to the end of the target
field.

Now we have an easily reachable masternode data folder.




Use the MIN1 shortcut we created and our masternode wallet. Allow it to
connect through windows firewall when prompted. It will now generate its

needed files in C:\Users\your_username\Desktop\DMD\MN1

Close it.

[ = | MN1
Accueil Partage Affichage
< s s> DMD » MN1
MNoem
#F fccés rapide
backups
[ Bureau »
blocks
J Teléchargement: chainstate
Documents * database
[E] Images - D Jock
data » db.log
DMD debug.log
D diamond.conf
& CePC [7] mastemode.conf
b Réseau D wallet.dat

o Groupe résidentiel

10 élément(s)

Maodifié le

11/09/2017 02:54
11/09/2017 02:54
11/09/2017 02:54
11/09/2017 02:54
11/09/2017 02:54
11/09/2017 02:54
11/09/2017 02:54
11/09/2017 02:54
11/09/2017 02:54
11/09/2017 02:54

Type

Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Fichier LOCK
Document texte
Document texte
Fichier CONF
Fichier CONF
Fichier DAT

Taille

0 Ko
0 Ko
4Ko
0 Ko
1Ko
664 Ko

v O

Rechercher dans : MMN1

P




Now we will use the coins we have to fill the masternode and generate the genkey we need.
Go to the receive tab, enter MN1 as label and click on request payment.

Copy the address.

e DMD Diamond Core - Wallet 3.0.0.9 - Wallet

File Settings Tools Help
@« |}@

Use this form to request payments. All fields are optional.

a8 Overview

[ ] Reuse an existing receiving address (not recommended)

Request payment == Clear

Transactions

| oMD ¥

Requested payments history

Amount (OMD) [l

12/09/2017 00:18 (no label) (no message) (no zmount)

11/09/2017 23:42 (no label) (no message) (no amount)

11/08/2017 23:41 MN1 (no message) (no amount)

11/09/2017 03:00 (no label) (no message) (no amount)
/ Show | == Remove

DMD % & v

e Request payment to MN1

[=] g [m]

[=]

Payment information
URT: diamond:dRTHZpvS1RPIeSI00mMXndQeWDVedwaAyv?label=MN1

|Address: [HRTtjZpvS1RPIeSIQOMXN4QsWDVe8wBIAY

Label: MN1




Go to the send tab, the address you copied, MN1 as label and 10’000 DMD.

Click Send.

@ DMD Diamond Core - Wallet 3.0.0.9 - Wallet = O X

File Settings Tools Help

== Overview @ Receive Transactions i;.':‘, Masternodes x Coinmix

Pay To: dEXjvryU¥ExH4 tgTr2DMnCkghW 7XuuGweH]| ‘ 2 / ==

Label: MN1 ‘

F Y
‘ 10000 I‘ DMD v ‘

Transaction Fee: 0.00010000 DMD/kB

T i | e — Clmsenx  C]awckx  Babnce: 20100.00000000 DWD

DMD W & v

Important! The amount have to be 10°000. This transaction is the necessary condition to
generate the masternode output we will need later. What we just did was sending 10’000
DMD to ourselves.




. DMD Diamond Core - Wallet 3.0.0.9 - Wallet - [m] ps

File Settings [
@ Information ransactions l;,s\, Masternodes )c Coinmix
3 Debug console

M Network Monitor

A Peerslist

4 Wallet Repair

4 Open Wallet Configuration File

4 Open Masternode Configuration File
[ show Automatic Backups

& Blockchain explorer

Recent transactions

11/09/2017 23:44 -0.00002260 DMD

(n/a)

Go to the debug console and execute the commands:
masternode genkey
masternode outputs

11/09/2017 22:22 +20100.00000000 DMD
Funds

el

DMD i & v/

@ oo

File Setti

@ Tools window ? X

Information  Console  Network Traffic ~ Peers  Wallet Repair

23:40:57 @ Welcome to the DMD REC console.
Use up and down arrows to navigate history, and Ctrl-L to clear screen.
Type help for an overview of available commands.

- 24535 (@) masternode geakey

23:45:35 @ I BKquTqddyt3Mn6Nfysatxd YNAYW2ThiWo3 jwhaWPnoX 2045 TWARE I

23:45:46 % masternode outputs

23:45:46 @(
I"debebEEaeQbeEDaSfAAI542&:71b43b40Ebfﬁ'lZleacedaﬁazdﬁbﬁﬁﬁlﬂcmﬂ:" :

Copy the genkey and output

DMD % &1v | |



| tempMN.tt - Bloc-notes - 5| x
Fichier Edition Format Affichage 7

mk2f3pwejrkjppbh.onion 8KqvTqddyt3MnoeNfysstxdYNAYW2Thio3 jwhAalPnoX2o457WARE T48T0bbb5ad9bTboe@85T441642ec7/b43b4B5bT672]1eacedas8245]

Paste the genkey and output into tempMN1.txt. The format is:
<onion address> <masternode genkey> <masternode output>
We will need this format later for setting up our masternode.conf




Go to C:\Users\your_username\Desktop\DMD\MN1
and open masternode.conf. Copy the content of
tempMN1.txt into masternode.conf.

| masternode.conf - Bloc-netes

Fichier Edition Format Affichage ?

e

s Acces rapide
I Buresu

= | DMDTEST

Partage

> trgnn » AppData » Roaming » DMDTEST

-

& Teléchargement: +

Documents
=] Images
data
DMD

@& cepc

o Réseau

-
-

*& Groupe résidentiel

15 élément(s)

Affichage

Nom h
backups
blocks
chainstate
database
[ ok
[ budget.dat
db.log
debug.log
[ diamond.conf
[] fee_estimates.dat
[ masternode.conf
[[] mncache.dat
[[] mnpayments.dat
[7] peers.dat
[ wallet.dat

Medifié le

09/2017 23:40
09/2017 02:58

40
017 02:58
017 23:40
2340
2340
EVTS

Type

Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Fichier LOCK
Fichier DAT
Document texte
Document texte
Fichier CONF
Fichier DAT
Fichier CONF
Fichier DAT
Fichier DAT
Fichier DAT
Fichier DAT

# Masternode config file

# Format: alias IP:port masternodeprivkey collateral output_txid collateral_output index

# Example: mnl 127.8.8.2:51474 93HaYBVUCYjEMeeH1Y4sBGLALQZE1Yc1K64xiqgX37tGBDQLEXg 2bcd3c84cB4F87eaaBbede56834c92927a07F918718810b9200dB324456a67c @
MN1 mk2f3pwejrkjppbh.onion:17771| 8KqvTqddyt3Mn6NfysstxdYNAYW2Tho3 jwAaliPnoX20457WARE fA0FBbb65a89bf6ed85F441642ec77b43bAB5bf6721eaceda58245b89619ccdc @

Taille

0Ke
1Ke
0Ke
7204 Ko
0Ke
1Ke
1Ko
38Ko
644 Ko
1Ko
688 Ko

~ O

= ]

Rechercher dans : DMDTEST

Add MN1 before <onion address>:17771 <masternode genkey> <masternode output>
Save and close masternode.conf. Close the wallet.

X
- @
r

=




Now we are going to setup the wallet diamond.conf for allowing it to talk through Tor
and start working as masternode.

Go to C:\Users\your_username\Desktop\DMD\MN1
Open diamond.conf and edit it like this:

rpcuser=YOUR_LONG_AND_RANDOM_USERNAME
rpcpassword=YOUR_VERY _LONG_AND_RANDOM_PASSWORD
rpcallowip=127.0.0.1

rpcallowip=127.0.0.1

listen=1

server=1

daemon=1

logtimestamps=1

maxconnections=50

port=9999

masternode=1
masternodeprivkey=8KqvTgddyt3Mn6Nfysstx4YNAYyW2ThWo3jwAaWPnoX20457W4R6
externalip=mk2f3pwejrkjpp6bh.onion

onion=127.0.0.1:9150

discover=0

addnode=tt37r6uS5hm5qgxzyv.onion:17771
addnode=7577ju5sksuyt2w6.onion:17771

We have to edit diamond.conf for making sure the onion services we configured
find their way to the right diamond node. We have to setup diamond.conf
according to the onion services addresses we setted up earlier in torrc.



E diamond.conf - Bloc-notes

Fichier Editicn Format Affichage 7

rpcuser=YOUR_LONG_AND RANDOM_USERNAME
rpcpassword=YOUR_VERY_LONG_AND RANDOM_PASSWORD
rpcallowip=127.8.0.1

listen=1

server=1

daemon=1

logtimestamps=1

maxconnections=50

port=9999

masternode=1
masternodeprivkey=8KqvTqddytIMnoNFysstxdYNAYW2Thido3 jwhaliPnoX2o0d57WARG
externalip=mk2f3Ipwejrkjppbh.onion
onion=127.06.08.1:9158

discover=g
addnode=tt37rouShmbqxzyv.onion: 17771
addnode=7577juSsksuyt2wb.onion: 17771

Our masternode diamond.conf should look like this.



Start your wallet by using the MIN1 shortcut, go to the masternode tab
and click Start all to start our masternode.

. DMD Diamond Core - Wallet 3.0.0.9 - Wallet
File Settings Toocls Help

== Overview % Send % Receive Transactions @ X: Coinmix

My Masternodes All Masternodes

MNote: Status of your masternodes in local wallet can potentially be slightly incorrect.
Always wait for wallet to sync additional data and then double check from another node
if your node should be running but you still see "MISSING" in "Status” field.

Protocol ‘ Status i Last Seen (UTC)

MM1 mk2f3pwejrkjppth.onion: 17771 ‘?071?_ ‘ ENABLED |00m:0|.‘.ls 2017-09-11 22:16

Pubkey

dEXperyUY8xHAtg Tr2DMn Gkgh W7 XuuGwrlN

Start alias Start all Start MISSING Update status Status wil be updated automatically in (sec): 44

Important! The onion hidden service only work if Tor

Browser is running.

DMD W & v




Happy masternodding :)



