DIAMOND 3.0
MASTERNODE + CONTROL
WALLET ON WINDOWS

Single masternode on Linux VPS + POS control
wallet on home PC (Windows)



Prerequisites:

a - A remote server (Virtual Private Server, VPS) which will be our masternode wallet.
b - A local computer running under Windows 7, 8.1 or 10 which will be our control wallet.

c - PUTTY, which will be used to setup the server (install the dependencies, the wallet itself, and configure
everything) after the initial configuration.

d - 10’001 DMD as collateral (10°000 DMD + 1 DMD to cover the transaction fees)



Plan of action:

1- Update Windows 10.
2 - Buy VPS service and setup Ubuntu on it. You'll need to have one CPU and at least 1GB of RAM
on it to be able to compile and run the wallet.

3 - Download PuTTY here http://www.putty.org/, install it, run it and connect to your server.
4 - Login as root, update Ubuntu and install all the dependencies.
5- Compile and install the wallet from sources.

6 - Download DMDv3 Windows Wallet from http://bit.diamonds/ and set up the installation.
7 - Setup our masternode and our control wallet :)

* Notes: This guide was writen on testnet, a few links on the following screenshots are related to the testnet. The correct links and
commands are always in text.


http://www.putty.org/
http://bit.diamonds/
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For the purpose of this guide | have used Windows 10. Everything was installed and configured on Windows 10.
Other different versions of Windows might require some adjustments which won’t be covered in this guide.

First of all, we need to update our Windows installation to make sure we are running a securized system. Install all
the available updates.

Meilleur résultat Paramétres = O w0

/N Paramétres de Windows Update
R/ paramétres systéme

B Accuel Windows Update

Paramétres > | cherch paramétre | Votre appareil est a jour. Derniére vérification : aujourd'hui, 02:14

) Activation _ ) )
& Voir si Windows est activé el Laalal s s

I s
i A " Wind Updat:
2> Options avancées de Windows Update I RO L Ly o e L R o

Applications ’ ¥ Windows Defender

K3 windows Defender Mettre a jour les parametres

B Windo PowerShell | i Sauvegarde
= INAOWS FOW SE
Les mises & jOUl diS[}( nibles seront télé: halge’es et installées

Windows PowerShell (x86) O Récupération automatiguement, sauf si vous disposez d'une connexion limitée
(o0 des frais s'appliquent).
& Lecteur Windows Media

Activation . —
Windows PowerShell odifier les heures d'activité
J Paint i Pour les développeurs Options de redémarrage
B Windows PowerShell ISE (x86) A Programme Windaws Insider Options avancées

_ Vous recherchez des informations sur les toutes derniéres mises
@ O 0 M o g ajour?

En savoir plus
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For the purpose of this guide | have used a VPS provider HETZNER (https://www.hetzner.com/)

Linux distro under which the wallet was compiled and run is Ubuntu 16.04.
Other different versions of Linux might require some other commands or syntax which won’t be covered in this

guide.

Important: The server configuration is bare minimum 1 CPU and 1 GB of RAM.

This is enough to run the wallet but might not be enough to compile it.
To compile the wallet you need 2GB of ram or if you have a 1GB RAM server you need to create a Swap file of 1GB.

Detailed instructions on how to do it are provided further on.

9 Ordering I 9 Ordering |

Unit price Total price

Operating system® Rescue system

O Rescue system Monthly Setup Monthly Setup
Operating systems without pre-installed control panel Edit

= 1x wvServer CX10 €390 €000 €390 €000

O Cent0Os 6.9 minimal Delete
O Cent0s 7.3 minimal = Ubuntu 16.04.2 LTS minimal (English)

O Debian 9.1 LAMP

Total: €3.90 €0.00

O Debian 9.1 minimal

O openSUSE 42 2 minimal Server login details

@® Ubuntu 16.04.2 LTS minimal
o The key data is accepted in OpenSSH and SSH2 format

O Ubuntu 16.04.2 LTS Nextcloud
O Ubuntu 17.04 minimal
Please select your preferred method for accessing the new server.

Operating systems with pre-installed control panel
If you select "Password" as your authentication method, a randomly generated password will be sent fo you via email when the server is ready.

O Cent0S 7.3 + cPanel
O CentOS 7 3 + Plesk If you specify your public SSH key, you can log in to the server without a password using your private key. A password is not sent if you select the "Public Key" option

O Debian &8 + Plesk . =
Type! ® Password

O Ubuntu 16.04.2 LTS + Plesk

Number of servers* 1

Choose the password option here

O Public key



https://www.hetzner.com/

As soon as your order will be proceced, Hetzner will send you an email
with your login information along with the static IP of your server.

HETZNER

ONLINE

Hetznes Online GmbH « Industriestr. 25 - 31710 Gunzenhausen - Germany

Tel - +49 9831 505.0 Robot login
Fax: +49 9831 505-3
info@hetzner com

www.hetzner.com

User* .
Dear Mathieu Arbez. arbezmathi
Below are the login credentials for your Robot administration interface.
URL: httos:ilrobot vour-server.de Password*
Login arbezmathi ssssssRRRRRRRS ‘
Password: The password you created on ordering
Please would you keep these details in a safe place in order to protect them from unauthorised access
If you have ordered a server, you will receive another email with login credentials for the server as soon as it has been St
provisioned. Login
“You will also receive an email if you have ordered the Domain Regisiration Robot or Nameserver Robot, once this has

Bbeen activated.

Bestregards

Your Hetzner Online Team




Download PUTTY here http://www.putty.org/, install it then run it. Fill
the Host Name field with your server’s IP. Click on the open button to
connect and access to the terminal. Use the default port (22). You don’t
need to change any option. An error message may appears, ignore it.

Login Details

The Linux installation for your server CX10 #732477 (94.130.107.201) is complete. You can now access the servervia
38H2 using the following details

IPvd Address:P4.130.107.201

IPv6 Address: 2a01:4f8:c0c.3555::2

Usemame: root

Password:

3aef2debal:bba%aef7fH:8ch2:38 e2:cf4d (RSA 2048)
29:13:5e:ea:6a:5¢:d0:05:d8:54:77:44:15:74:58:8f (DSA 1024)
58:5a:b2:ae:df 76:ef. 96:94:83:20:21:43:10:98:ab (ECDSA 256)
£9.:e1:33:dd.chrec4c46:fd:bB:01:74.76:077.af (ED25519 256)

Host key:

Foryour own security, we advise you to change your login credentials as soon as possible. Please keep your details in a
safe place in order to protect them from unauthorised access

®

Category:

PuTTY Configuration ?

[=I- Session
L Logging
- Teminal
- Keyboard
. Bell
- Features
[=- Window
- Appearance
- Behaviour
- Translation
- Selection
- Colours
=)~ Connection
.. Data
- Prowy
- Telnet
- Rlogin
#-55H
- Serial

Basic options for your PuTTY session |

About

Help

Specify the destination you want to connect to
) Fort

ORaw O Telnet O Rogn @SSH O Senal

Load, save or delete a stored session
Saved Sessions

Default Settings Load

Save

Déleie

Close window on ext:
(O Mways () Never (8 Only on clean exit

Corcs



http://www.putty.org/

A

Login Details

The Linux installation for your server CX10 #732477 (94.130.107.201) is complete. You can now access the servervia
S5H2 uging the following details:

IPvd Address: 94.130.107.201

IPvG Address: 2a01:48:c0c:3555:2
Username:  root

Password:

3ae8:2deba8bba%aef7 H:8c:b2 38:e2:cf 4d (RSA 2048)
a9:13:5eceafia:5ed0:b5:d8:54.77.44.16:74:58:8f (DSA 1024)
58:5ab2:ae:df76:ef06:94:83:2d:21:43:1b:98:ab (ECDSA 256)
e8:e1:33:.dd:cb:ec:4c:46:fd:b8:b1:74:76:0f 7F.af (ED25519 256)

Host key:

For your own security, we advise you to change your login credentials as soon as possible. Please keep your details in a
safe place in order to protect them from unauthorised accass.

root@Ubuntu-1604-xenial-64-minimal: ~ £ - 0 @2

Use login details from your VPS provider to access the server, update
Ubuntu then install all necessary libraries to either be able to compile
the wallet or run it.

Important: in Linux to copy a text we use buttons Ctrl+Insert and to
paste Shift+Insert- [Ctrl+C/V won’t work] please use these buttons
from now on. Paste into the terminal window following commands
and hit Enter to confirm. Commands are in blue font - copy and
paste only these into your terminal window.

sudo apt-get update & sudo apt-get upgrade

sudo apt-get install build-essential libtool autotools-dev autoconf pkg-config libssl-dev
sudo apt-get install software-properties-common

sudo add-apt-repository ppa:bitcoin/bitcoin

sudo apt-get update

sudo apt-get install libdb4.8-dev libdb4.8++-dev

sudo apt-get install libboost-all-dev

sudo apt-get install libminiupnpc-dev

root@Ubuntu-1604-xenial-64-minimal: ~ 5 =1 = 2 root@Ubuntu-1604-xe

These are necessary libraries to either be able to compile the wallet or run it [if you use a precompiled one]



root@Ubuntu-1604-xenial-64-minimal: ~/DMDv3

-

- o N

Once we have all dependencies we can download and compile
the wallet:

sudo apt-get install git

git clone https://github.com/DMDcoin/Diamond.git

cd Diamond

sudo apt-get install automake

.Jautogen.sh

.Jconfigure

make install (this can take awhile and some warning messages will be
shown it’s perfecly normal)

After compilation:

cd src

mv diamondd diamond-cli diamond-tx ~/
cd~/

rm-r Diamond

If you don’t have more than 1GB of RAM on your VPS, please
follow these instructions to enable a SWAP file for being compile




Create a Swap file:
When entering these commands you will get no feedback, just
enter them one by one, the changes happen.

sudo fallocate-l 1G /swapfile

sudo chmod 600 /swapfile

sudo mkswap /swapfile
sudo swapon /swapfile

Making Swap file permanent (optional):
We have our swap file enabled, but when we reboot, the server will

not automatically enable the file. We can change that by modifying
the fstab file.

sudo nano /etc/fstab

At the bottom of the file, you need to add a line that will tell the
operating system to automatically use the file you created:

/swapfile none swap sw0O O

Save and exit the text editor.

To exit NANO text editor press Ctrl+X and confirm changes.

(Optional) You might need to reboot the system if ./autogen.sh command fails to run. Type:
reboot and your session will terminate. Reconnect and continue with the guide.




Download DMDv3 Windows wallet from http://bit.diamonds/

Create a folder on your windows desktop. Name it DMD.

Copy diamond-gt.exe, diamond-cli.exe, diamondd.exe and diamond-tx.exe in
C:\Users\your_username\Desktop\DMD

4 élément(s)

»d Groupe résidentiel

5 élément(s)

I 4 []=1om = u] bed | 4 [ =1om0 =
Accueil  Partage  Affichage v @ Accueil  Partage  Affichage
2 [1> omp v || | Rechercher dans: DMD » 2 [ omD > v || | Rechercher dans: DMD
Nom Madifié le Type Taille Nom Madifié le Type Taille
# Accés rapide # Accés rapide
[ diamond-cli.exe 05/09/20172232  Application 3277Ko MNT 11/08/20170249  Dossier de fichiers
[ Bureau » . [ Bureau » ) N
(] diamondd.exe 05/09/20172232  Application 9019Ko [&] diamond-cli.exe 05/09/20172232  Application 32T7Ko
¥ Teechargement: # @ dismond-gtexe 05/09/201722:32  Application 31852 Ko bl AN 05/09/201722:32  Application 9019Ko
Documents  # [ diamond-teexe 05/09/20172233  Application 3605Ko Documents  # @ diamond-qt.exe 05/09/20172232  Application 31852Ke
[E] Images * ] Images #  [¥ diamond-teexe 05/09/20172233  Application 3605Ko
data data #
I cepC 2L
]
o Réseau R Cepc
*4 Groupe résidentiel & Reéseau



http://bit.diamonds/ 

Run the control wallet. Use diamond-qt.
It’ll ask for a data directory, use the default settings.
Allow connections through windows firewall when prompted.

o Bienvenue 7 » @ DMD Diamond Core - Wallet 3.0.0.9 - Wallet = O X
File Seitings Tools Help
Welcome to DMD Core, - Send Receive Transactions @} Mastemodes X Coinmix
Balances

As this is the first time the program is launched, you can choose where DMD Core will store its data.
DMD Core will download and store a copy of the DMD block chain. At least 1GB of data will be stored in this directory, and it will grow 20100.00 DMD
over time, The wallet will also be stored in this directory.

(®) Utiliser le répertoire de données par défaut Pending:  0.00 DMD

(O Utiliser un répertoire de données personnaliss :
Total:  20100.00 DMD
C:\Users\trgnn\AppData\Roaming\DMDTEST Recent transactions

52 Go d'espace libre disponible. 11/09/2017 22:22 +20100.00000000 DMD
@ Funds

Un nouveau répertoire de données sera crée.

| OK | Cancel .
Synchronzing sporks... -d'\mmzlng additional data: 25% DMD W & &

This wallet will be our control wallet.



Now we will use the coins we have to fill the control wallet and generate the genkey we need.
Go to the receive tab, enter MN1 as label and click on request payment.
Copy the address.

@ Request payment to MN1 ? X

@ DMD Diamond Core - Wallet 3.0.0.9 - Wallet - o X
File Settings Tools Help
a8 Overview send | | @) Transactions ¥ Masternodes X} Coinmix

Use this form to request payments. All fields are optional.

Amo | oD ¥ ‘
[ ] Reuse an existing receiving address (not recommended)

Request payment == Clear

Requested payments history

[=]

Amount (OMD) [l

12/00/2017 00:18 no label) {no message) (no amount)
11/09/2017 23:42 (no label) (no message) (no ameunt)
— Payment information
UASEOELY |Me e {a e} URI: diamond:dRTt{ZpvS1RPIeSI0OMXn40sWDVeBwB9Av?label=MN1
11/09/2017 03:00 (no label) (no message) (no smount) | ¥ |Address: [HRTtjZpvS1RPIeSIQOMXN4QsWDVe8wBIAY
Label: MN1

! Show == Remove

DMD % & v




Go to the send tab, the address you copied, MN1 as label and 10’000 DMD.

Click Send.

@ DMD Diamond Core - Wallet 3.0.0.9 - Wallet = O X

File Settings Tools Help

== Overview a @ Receive Transactions l;,':, Masternodes x ‘Coinmin

Pay To: dEXjvryU¥ExH4 tgTr2DMnCkghW 7XuuGweH]| ‘ 2 / ==

Labek MN1 ‘

Amount: ‘ 10000 : I‘ oMD W ‘

Transaction Fee: 0.00010000 DMD/kB
m == Clear All || = Add Recipient [ mixTx [] quickTx  Bahnce: 20100.00000000 DMD

DMD W & v




Open notepad and save a temporary .txt file we are
going to use for storing the data we will need to
configure our masternode. Name it tempMN1.txt

masternode genkey
masternode outputs

Copy the private key and outputs in tempMN1.txt

Go to the debug console and execute the commands:

@ DMD Diamond Core - Wallet 3.0.09 - Wallet
File  Settings Help
== @ Information ransactions i;.i\, Masternodes )Q Coinmix
B8 Debug console
M Network Monitor
A Peerslist
4 Wallet Repair

4 Open Wallet Configuration File

4 Open Masternode Configuration File
[ show Automatic Backups

& Blockchain explorer

Recent transactions

© 11/09/2017 23:44 -0.00002260 DMD
(n/a)
11/09/2017 22:22 +20100.00000000 DMD
Funds

DMD i & v/

@ Tools window ? X
Information  Console  MetworkTraffic  Peers  Wallet Repair
23:40:57 @ Welcome to the DMD REC conscle.
Use up and down arrows to navigate history, and Ctrl-L to clear screen.
Type help for an overview of available commands.
24555 (@) masternode geniey
23:45:35 @IBvaqudytEl!nﬁnyaatxAYNAyWZThHDSijaWPnDXZDAE?WARﬁ I
23:45:46 % masternode outputs
23:45:46 @ {
I"fdDfﬂbbﬁﬁaaQbeEDBSfd41642&:71b43b40Ebfﬁ'lzleacedaﬁazdﬁbaﬁﬁlﬂcmﬂ:" : "n“l
}
260 DMD
poo DMD
=] Ll
DMD W & v




Important! Don’t copy paste everything and format your data into tempMN1.txt
file like this:

<onion address> <masternode genkey> <masternode output>

@ masterncde genkey

@ EKqvTqddyt 3MneNfysstxd YNAYW2ThWo3jwhaWPnoX 2045 TWAREG

@ masterncde ocutputs

{
% "f40£0bbb5aEobIibe0855441642ecTTb43b405bE0T21eacedas8245b896]19ccde™ = "O"
}

e tempMN1.txt - Bloc-notes
Fichier Edition Format Affichage 7

8KqvTgddyt3MnentysstxdYNAYW2ThiWo3 jwhAaliPnoX2o457WARE T48FBbbb5asbbTbeddsT441642eci7bd3bdB5SbTe721eacedas8245b89619ccde 8




C:\Users\your _username\appdata\Roaming\DMD3 and
open masternode.conf. This file is telling our control

wallet how to communicate with our masternode. Copy
the content of tempMN1.txt into this configuration file.
Then save it and close it.

j masternode.conf - Bloc-notes

Fichier Edition Format Affichage ?

| = | DMDTEST
Accuel Partage
&« v > trgnn »

# Acces rapide
[ Bureau »*
& Teléchargement: +
[£] Documents
=] Images »*
data

DMD
@& cepc
o Réseau

*& Groupe résidentiel

15 élément(s)

Affichage

AppData » Roaming » DMDTEST
Nom h
backups
blocks
chainstate
database
[ ok
[ budget.dat
£ dbog
[£ debuglog
[ diamond.conf
[] fee_estimates.dat
[ masternode.conf
[[] mncache.dat
[[] mnpayments.dat
[7] peers.dat
[ wallet.dat

Medifié le

Type

Dossier de fichiers
Dossier de fichiers
Dossier de fichiers

Dossier de fichiers

Fichier LOCK
Fichier DAT
Document texte
Document texte
Fichier CONF
Fichier DAT
Fichier CONF
Fichier DAT
Fichier DAT
Fichier DAT
Fichier DAT

Taille

0Ke
1Ke

0Ke

7204 Ko

0Ke
1Ke
1Ko
38Ko
644 Ko
1Ko

688 Ko

~ O

= ]

Rechercher dans : DMDTEST

# Masternode config file

# Format: alias IP:port masternodeprivkey collateral output_txid collateral_output_index

# Example: mnl 127.0.8.2:51474 93HaYBVUCYjEMeeH1Y4sBGLALQZELYc1Ke4xiqgX37tGBDQLEXg 2bcd3c84cB4fETeaaBbede56834c92927a079218718810b9
MN1 94.130.107.201:17771 BKqVqudyt3|'-|n6n'FysstxﬂYN:'-\yWZThWoBijaWPnoXZoﬂ-S?WlRS t48F0bb65a8bbfbe@85f441642ec77b43bd85bTE721eaceda58245b

Add MN1 before <VPS IP_ADDRESS>:17771 <masternode genkey> <masternode output>

Save and close masternode.conf. Close the wallet.

X
e
r

=




Now we have all the data needed from our control wallet, we need to configure
our masternode.

First, we will create a hidden DMDV3 folder and a diamond.conf file on our VPS. We will need
the private key we copied earlier in tempMN1.txt and masternode.conf:
cd/root

mkdir ../root/.diamond
nano /root/.diamond/diamond.conf




Simply copy and paste these, changing appropriate fields then exit nano:

rocuser=YOUR_LONG_AND_RANDOM_USERNAME
rpcpassword=YOUR_VERY LONG_AND_RANDOM _PASSWORD
rpcallowip=127.0.0.1

listen=1

server=1

daemon=1

logtimestamps=1

maxconnections=50

port=17771

masternode=1
externalip=YOUR_UNIQUE_VPS_IP_ADDRESS
masternodeaddr=YOUR_UNIQUE_VPS_IP_ADDRESS:17771
masternodeprivkey=YOUR_UNIQUE_PRIVATE_KEY (genkey)
discover=0

#nodes for connectivity

addnode=73.212.206.198

addnode=77.119.249.127

addnode=188.68.52.172

addnode=5.189.163.135

Exemple:
rpcuser=Diamond5455151nnhg54

rpcpassword=HrHnGXhyvdrhj899f21ldd6v7pplL5Tvdrhdd312fvbD
rpcallowip=127.0.0.1

listen=1

server=1

daemon=1

logtimestamps=1

maxconnections=50

port=17771

masternode=1

externalip=94.130.107.201
masternodeaddr=94.130.107.201:17771
masternodeprivkey=8KqvTgddyt3Mn6Nfysstx ...
discover=0

addnode=73.212.206.198
addnode=77.119.249.127

addnode=188.68.52.172

addnode=5.189.163.135

* Notes: Those nodes were working on testnet. The suggested
onion nodes for mainnet might look different.



iy root@Ubuntu-1604-xenial-64-minimal; ~ Lot

GNU nano 2.5.3 File: /root/.diamond/diamond.conf A

Your configuration file must look like this.

To add more nodes, just edit the diamond.conf file. Linux wallet has to be started with diamondd



Now we will create our control wallet diamond.conf for
allowing it to talk with our masternode. Go to
%appdata%/roaming/DMDV3

and create a diamon.conf file. Edit it like this with notepad:

rpcuser=YOUR_LONG_AND_RANDOM_USERNAME
rpcpassword=YOUR_VERY LONG_AND_RANDOM _PASSWORD
rpcallowip=127.0.0.1

listen=1

server=1

daemon=1

logtimestamps=1

maxconnections=50

port=17771

discover=0

#nodes for connectivity

addnode=73.212.206.198

addnode=77.119.249.127

addnode=188.68.52.172

addnode=5.189.163.135

Exemple:

rpcuser=Diamond5455151nnhg54
rpcpassword=HrHnGXhyvdrhj899f21ldd6v7pplL5Tvdrhdd312fvbD

rpcallowip=127.0.0.1
listen=1

server=1

daemon=1
logtimestamps=1
maxconnections=50
port=17771

discover=0
addnode=73.212.206.198
addnode=77.119.249.127
addnode=188.68.52.172
addnode=5.189.163.135



e diamond.conf - Bloc-notes
Fichier Edition Format Affichage 7

rpcuser=YOUR_LONG_AND_RANDOM_USERMAME
rpcpassword=YOUR_VERY_ LONG_AND RANDOM_ PASSWORD
rpcallowip=127.8.8.1

listen=1

server=1

daemon=1

logtimestamps=1

maxconnections=5@

port=9999
externalip=YOUR_UNIQUE_VPS_IP_ADDRESS
masternodeaddr=YOUR_UNIQUE VPS_IP ADDRESS:17771
discover=8

#nodes for connectivity

addnode=73.212.2086.198

addnode=77.119.249.127

addnode=188.68.52.172

addnode=5.189.163.135

Your configuration file must look like this.

To add more nodes, just edit the diamond.conf file.



Close our control wallet then reopen it. Go to
the masternode tab and click Start all to start our
masternode :)

. DMD Diamond Core - Wallet 3.0.0.9 - Wallet
File Settings Toocls Help

== Overview @ Send @ Receive Transachtions @ x Coinmix

My Masternodes Al Masternodes

Mote: Status of your masternodes in local wallet can potentially be slightly incorrect.
Always wait for wallet to sync additional data and then double check from another node
if your node should be running but you still see "MISSING" in "Status” field.

Protocol ‘ Status Last Seen (UTC) Pubkey

MNT _ ‘?0?12 ‘ENABLED |00mms 2017-09-11 22:16 dEXjuryU¥2xHAtgTr2DMnGkghWTXuuGwrh

Start alias Start all Start MISSING Update status Status wil be updated automatically in (sec): 44

DMD W & v




To get your default unlabelled wallet address just execute ./diamond-cli getaccountaddress «»

To get a labelled wallet address just execute ./diamond-cli getaccountaddress <label>

To see the list of adresses and their balances just execute diamond-cli listaccounts

To send DMD to another wallet just execute ./diamond-cli sendtoaddress <address> <amount of DMD>
To stop the wallet just execute ./diamond-cli stop

Notes: If your masternode isn’t reachable, you might need to open your 17771 port on your VPS.
Execute the following commands:

iptables-t nat-l OUTPUT-d <your_vps_ip>-p tcp--dport 17771-j REDIRECT--to-ports 17771
cd..

/etc/init.d/iptables restart

and/or start your masternode through the debug console in your Windows wallet with:
masternode start-alias <alias name>

Happy masternodding :)



